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============

Finding the shortest path in an entangled quantum network is desired for improving the efficiency of quantum repeater networks of the quantum Internet, and of long-distance quantum communications^[@CR1]--[@CR15]^. By definition, in an entangled quantum network, the quantum nodes share quantum entanglement. A transmitter and receiver node is separated by several intermediate quantum repeaters, and a chain of entangled links forms a path (entangled path) between the source and destination^[@CR16]--[@CR33]^. The level of an entangled link between the quantum nodes determines the achievable hop distance and the number of spanned intermediate nodes. Since quantum networks integrate different levels of entangled links, a shortest path between a source and destination quantum node has to be found in a multi-level quantum network architecture^[@CR19]--[@CR34]^. An entangled link has several relevant attributes, such as the level of entanglement (number of nodes spanned by a source-destination path), the entanglement throughput of the link that quantifies the number of entangled states transmitted at a particular fidelity^[@CR1]--[@CR4]^. The quantum nodes receive and store the entangled states in their local quantum memories for further extension of the range of entanglement. In the quantum nodes, the number of incoming entangled states represents a crucial parameter from the modeling perspective, along with the mean number of received states (observation rate), and with the reduction in the amount of received entangled states (decay rate).

In this work, we define the *entanglement-gradient routing* scheme for quantum repeater networks. The proposed routing framework fuses the fundamentals of swarm intelligence^[@CR35]--[@CR40]^ and the results of quantum Shannon theory. Swarm intelligence provides nature-inspired solutions for problem solving. In general, it refers to some population-based meta-heuristics that are motivated by the behavior of living entities (ant colony, bee colony, flock of birds, particle swarm, bacteria foraging, etc.) interacting locally both with each other and the environment. Swarm intelligence has a wide range of applications in real-world problems, ranging from optimization tasks, data mining, computer science, database searching and knowledge discovery to bioinformatics and social networks^[@CR35]--[@CR40]^.

Our entanglement-gradient routing scheme uses finds the shortest path in a decentralized manner. Motivated by the models of social insect behavior, the routing is relying on several parallel threads, where the threads represent simple, locally interacting individual swarms.

The routing and path selection for quantum repeater networks has been studied in different works^[@CR1]--[@CR5],[@CR23]--[@CR27],[@CR41]--[@CR45]^. Without loss of generality, most of these approaches utilized a variance of the well-known Dijsktra's algorithm^[@CR45]^ for the determination of the shortest path in the quantum network. On the other hand, these works have successfully confirmed that a shortest path algorithm from the traditional context is implementable and works well in a quantum environment. In our work we step further, and inject significant novelties to the procedures of routing and path selection in quantum networks. Our framework breaks with the practice of implementing a Dijsktra-variant algorithm or other, well-known traditional routing protocol in a quantum environment. In our solution, the shortest paths are determined by a biologically-inspired, decentralized algorithm that takes into account the physical-layer attributes of the entanglement establishment and the quantum transmission.

The *entanglement gradient* coefficient quantifies the attractiveness of entangled links and paths for the threads in the quantum repeater network. Each thread acts in a localized manner and the threads are attracted by the entanglement gradients of the paths. The routing is based on metrics that use the tools of quantum Shannon theory. The metrics are derived from the characteristics of entanglement transmission and relevant physical and statistical measures of entanglement distribution. To measure the relevance of a particular entangled link, we define the *entanglement utility* coefficient. Using the entanglement throughput characteristic extractable from the quantum network, we define the *link entanglement gradient* coefficient. We then extend the entanglement gradient for entangled paths (*path entanglement gradient* coefficient), which refers to a path formulated by entangled links.

The aim of using the threads is to find the most attractive path in the quantum network with a highest entanglement gradient (i.e., lowest inverse entanglement gradient) similar to the methods of swarm intelligence. The entanglement gradient evolves in time, decaying as the entanglement throughput deviates from a mean value (decay rate coefficient).

The threads build probabilistic paths between the quantum nodes using simple processing steps to keep minimal the complexity of the scheme. We also include a performance analysis of the routing scheme. The proposed routing method supports a moderate-complexity routing in quantum repeater networks.

Since the proposed framework has no additional physical-layer requirements, the scheme is straightforwardly applicable by current physical devices in an experimental quantum networking scenario. A physical implication of a stationary node in our quantum network model can integrate standard photonics devices^[@CR23]--[@CR27]^, quantum memories, optical cavities and other fundamental physical devices^[@CR1],[@CR41],[@CR42]^. The quantum transmission between the nodes can be realized via noisy quantum links (e.g., optical fibers, wireless quantum channels, free-space optical channels, etc) and fundamental quantum transmission protocols^[@CR42]^.

Since the method is based on the fundamentals of swarm intelligence theory, the proposed framework allows a fusion with the elements of quantum machine learning^[@CR43],[@CR44]^. By utilizing additional functions in the quantum nodes, the model provides a ground for a direct application of a distributed secure quantum machine learning method^[@CR48]^.

The novel contributions of this paper are as follows:*We provide a nature-inspired, decentralized routing scheme for quantum repeater networks*.*The routing metric utilizes the attributes of entangled links, the properties of entanglement transmission and the statistical distribution of the entangled states in the quantum network*.*The method supports an efficient and moderate-complexity routing in quantum repeater networks by fusing the relevant characteristics of entanglement distribution and swarm intelligence theory*.*The scheme provides an easy experimental implementation by standard photonics devices, provides a useful tool for shortest path finding in quantum Internet and in practical long-distance quantum communications*.

This paper is organized as follows. In Section 2, the preliminaries and definitions are introduced. Section 3 discusses the entanglement gradient of entangled paths, while Section 4 details the entanglement-gradient routing proposed for quantum repeater networks. In Section 5, a numerical analysis is provided. Finally, Section 6 concludes the paper. Some supplemental information is included in the Appendix.

Preliminaries {#Sec2}
=============

In this preliminary section, we summarize the terms and definitions.

Entanglement Utility {#Sec3}
--------------------
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Path Entanglement-Gradient {#Sec7}
==========================

The relevance of a particular path of the network is characterized by the path entanglement gradient coefficient.

In this section, we extend the entanglement gradient to entangled paths, which refers to the paths between source and target nodes in the quantum network that are formed by a chain of entangled links between quantum repeaters (i.e., paths of entangled links).

The network model used for the entanglement-gradient routing scheme is illustrated in Fig. [1](#Fig1){ref-type="fig"}. There are $\documentclass[12pt]{minimal}
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Path Metrics {#Sec8}
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In this section, we focus on the entanglement gradients of the $\documentclass[12pt]{minimal}
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Note that, assuming a symmetrical arrival of the entangled states, $\documentclass[12pt]{minimal}
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Decay Rate of Mean Path Entanglement Gradient {#Sec10}
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A crucial parameter for the optimization of the entanglement-gradient routing is the $\documentclass[12pt]{minimal}
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Entanglement-Gradient Routing {#Sec14}
=============================

In this section, we define a decentralized routing scheme that merges the results of the previous sections on the quantities of entanglement gradient. The routing is executed through parallel threads that simultaneously explore the quantum network. A given thread operates in a localized manner.

Link Selection {#Sec15}
--------------
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Discussion {#Sec18}
==========
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Computational Complexity {#Sec19}
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Numerical Evidence {#Sec20}
==================

In this section, we analyze the performance metrics of the link and path selection phases and the entanglement-gradient routing.

Link and Path Metrics {#Sec21}
---------------------
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As a corollary of (55), a high value of *C* ~1~ and a low value of *C* ~2~ increases the network area to be explored by a thread, while for a low value of *C* ~1~ and a high value of *C* ~2~, the number of explored nodes is smaller.
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The protocol therefore also provides a practical framework to realize quantum key distribution over long distances.

Conclusions {#Sec25}
===========

In this work, we defined the entanglement-gradient routing method for quantum repeater networks. The routing scheme is based on the fundamentals of swarm intelligence in order to find the optimal shortest path in entangled quantum networks. We defined the terms of entanglement utility and link and path entanglement gradient, and proposed the routing metrics. The routing metrics are derived from the characteristics of entangled links, entanglement throughput capabilities, and the distribution of the entangled states. The method allows for moderate complexity routing in quantum repeater networks by fusing the relevant characteristics of entanglement distribution and swarm intelligence theory. The scheme can be directly applied in quantum networking, future quantum Internet, and experimental long-distance quantum communications. As a future work, we are planning to prepare a transmission analysis and performance comparisons with other schemes.

Electronic supplementary material
=================================

 {#Sec26}

Supplemental Information

**Electronic supplementary material**

**Supplementary information** accompanies this paper at 10.1038/s41598-017-14394-w.

**Publisher\'s note:** Springer Nature remains neutral with regard to jurisdictional claims in published maps and institutional affiliations.

This work was partially supported by the GOP-1.1.1-11-2012-0092 project sponsored by the EU and European Structural Fund, by the Hungarian Scientific Research Fund - OTKA K-112125, and by the COST Action MP1006.

L.GY. designed the protocol and wrote the manuscript. L.GY. and S.I. analyzed the results. All authors reviewed the manuscript.

Competing Interests {#FPar1}
===================

The authors declare that they have no competing interests.
